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Abstract: Anomaly detection in network security plays a vital role in identifying malicious activities,
intrusions and abnormal behaviors that deviate from normal network operations. With the increasing
sophistication and volume of cyber attacks, traditional rule-based and signature-based intrusion detection
systems are often inadequate for detecting novel or evolving threats. This survey presents a comprehensive
review of various anomaly detection techniques applied in network security, encompassing statistical
methods, machine learning algorithms and deep learning approaches. It examines their underlying
principles, strengths, limitations and suitability for different network environments. The paper also explores
hybrid and ensemble models that combine multiple detection strategies to enhance accuracy and reduce
false alarms. Furthermore, recent advancements leveraging artificial intelligence and big data analytics for
real-time anomaly detection are discussed. By comparing existing methodologies, this study aims to provide
insights into current research trends, highlight open challenges and suggest potential directions for
developing more adaptive and intelligent network anomaly detection systems.

Keywords: Machine Learning, Deep Learning, Cyber Attacks, Network Security, Support Vector Machines.

1. INTRODUCTION Anomaly detection in network security refers to the

In the digital era, network security has become a
cornerstone of modern information systems, playing a crucial
role in ensuring data confidentiality, integrity and
availability. The increasing reliance on the internet and
networked systems across all sectors—ranging from banking,
healthcare and education to defense and e-commerce—has
led to an exponential growth in network traffic. This surge in
connectivity, while beneficial, has simultaneously created
new opportunities for cybercriminals to  exploit
vulnerabilities and  launch  sophisticated  attacks.
Consequently, detecting and mitigating such malicious
activities before they can cause damage has become one of
the foremost challenges in cybersecurity. Among the various
methods developed to safeguard digital assets, anomaly
detection has emerged as a key approach for identifying
irregular patterns in network behavior that may indicate
potential security threats.

Paper ID: 2026/1JTRM/02/2026/46118

process of identifying patterns or behaviors that deviate
significantly from established norms. Such anomalies may
indicate intrusions, malware infections, unauthorized access
attempts, or other malicious actions. Unlike signature-based
systems, which rely on known attack patterns and predefined
rules, anomaly detection techniques can identify previously
unseen or “zero-day” attacks by learning what constitutes
normal behavior and flagging any deviations. This makes
them highly effective in detecting novel threats in dynamic
and complex network environments. However, developing
robust anomaly detection models is challenging due to the
constantly evolving nature of network traffic, the diversity of
attack types and the vast volume of data generated by modern
communication systems.

Traditionally, intrusion detection systems (IDS) were
classified into two main categories: signature-based detection
and anomaly-based detection. Signature-based 1DSs, such as
Snort and Bro (now Zeek), rely on predefined signatures or
rules to identify known threats. While effective against
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familiar attacks, they often fail to recognize new or modified
attack variants. On the other hand, anomaly-based detection
systems aim to overcome this limitation by constructing a
model of normal network behavior and flagging any
deviation as suspicious. This approach has garnered
significant attention from researchers due to its ability to
detect previously unknown intrusions. Over the past decade,
advancements in machine learning (ML), deep learning (DL)
and statistical modeling have revolutionized the field,
enabling more accurate, scalable and adaptive anomaly
detection solutions.

Early approaches to anomaly detection primarily relied on
statistical methods, where network metrics such as packet
size, flow duration, or traffic rate were analyzed to determine
deviations from a normal distribution. Although simple to
implement, these models often struggled with dynamic
network conditions and high false-positive rates. The advent
of machine learning techniques brought significant
improvements. Algorithms such as k-means clustering,
support vector machines (SVM), decision trees and random
forests enabled the development of systems capable of
learning complex patterns in network data. Machine learning-
based systems can automatically adapt to changes in network
behavior, offering better detection accuracy compared to
rule-based systems.

More recently, deep learning techniques have gained
prominence due to their ability to automatically extract
hierarchical and abstract features from raw data. Models such
as convolutional neural networks (CNNSs), recurrent neural
networks (RNNSs), long short-term memory (LSTM)
networks and autoencoders have been applied to detect
anomalies in large-scale network traffic with remarkable
success. Deep learning approaches can capture temporal
dependencies and nonlinear relationships, making them
particularly suitable for analyzing dynamic network
environments. Moreover, hybrid frameworks that combine
traditional ML and DL methods have shown promise in
achieving high accuracy while maintaining computational
efficiency.

Despite these advancements, several challenges persist in
the domain of network anomaly detection. One major issue is
the imbalance of network datasets, where normal traffic
vastly outnumbers anomalous instances, leading to biased
model training and reduced detection accuracy. Another
challenge is the high false-positive rate, where benign
activities are misclassified as attacks, causing unnecessary
alerts and administrative overhead. Furthermore, as network
architectures evolve—incorporating technologies such as
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cloud computing, the Internet of Things (loT) and 5G—the
nature of traffic patterns becomes increasingly complex,
demanding more scalable and adaptive detection
mechanisms. The need for real-time processing also adds
another layer of complexity, as anomaly detection systems
must analyze massive streams of data at high speed without
compromising accuracy.

Several benchmark datasets, such as KDD Cup 99, NSL-
KDD, UNSW-NB15 and CICIDS2017, have been widely
used in research to evaluate anomaly detection models. While
these datasets provide valuable insights, many of them fail to
fully capture the characteristics of modern network traffic,
highlighting the need for continuous dataset updates and
realistic simulations. Furthermore, issues related to model
interpretability, transparency and explainability remain
significant concerns. Many advanced models, especially deep
learning-based ones, operate as “black boxes,” making it
difficult for security analysts to understand the reasoning
behind specific detections or false alarms. Therefore,
integrating explainable Al (XAl) techniques into anomaly
detection systems is becoming an important research
direction.

Given these challenges and developments, there is a
growing need for a comprehensive study that systematically
examines the evolution, methodologies and effectiveness of
various anomaly detection techniques in network security.
This survey aims to review and analyze existing
approaches—ranging from classical statistical and machine
learning methods to modern deep learning and hybrid
models. The objective is to highlight their operational
principles, advantages, limitations and applicability in
different contexts. Additionally, the paper discusses recent
trends such as federated learning, graph-based detection and
Al-driven adaptive systems that are shaping the future of
network anomaly detection.

2. LITERATURE REVIEW

Anomaly detection in network security has been
extensively studied over the past two decades, evolving from
statistical and rule-based systems to advanced machine
learning and deep learning techniques. Numerous researchers
have contributed significant insights into the design,
implementation and evaluation of detection mechanisms to
identify malicious or abnormal network behavior. This
section reviews key studies that have shaped the development
of anomaly detection systems, highlighting their
methodologies, contributions and limitations.
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M. Ahmed et al. [1] presented one of the most
comprehensive early surveys on network anomaly detection
techniques. Their study categorized detection approaches into
statistical, knowledge-based and machine learning-based
methods, providing a detailed comparison of each in terms of
performance and adaptability. The authors emphasized that
while statistical models are simple and effective for small
datasets, they struggle with high-dimensional and dynamic
network traffic. Knowledge-based systems, such as rule-
based and fuzzy logic approaches, were shown to provide
interpretability but lack generalization capabilities when
faced with novel attacks. The study further highlighted that
machine learning methods, particularly supervised algorithms
like Support Vector Machines (SVM) and Decision Trees,
offer better adaptability and accuracy in complex network
environments. However, Ahmed et al. also pointed out the
major challenges faced by ML-based systems, including
dataset imbalance, high false-positive rates and the difficulty
of feature selection in large-scale networks. Their work laid
the foundation for subsequent research exploring more
advanced and automated learning techniques.

In a significant advancement over traditional approaches,
S. Naseer et al. [2] proposed an enhanced deep neural
network (DNN) model for anomaly detection. Their research
demonstrated that deep learning could outperform classical
machine learning models by automatically extracting
complex and hierarchical features from raw network data.
Using benchmark datasets such as NSL-KDD and UNSW-
NB15, the authors showed that their DNN-based approach
achieved higher detection accuracy and lower false alarm
rates. They also discussed the importance of parameter
optimization and regularization techniques to prevent
overfitting. The study concluded that deep learning, with its
feature-learning capabilities, holds substantial promise for
developing intelligent and adaptive intrusion detection
systems. However, it also acknowledged limitations in
computational cost and training time, especially for real-time
network applications.

Kostas and Kahraman [3] explored the potential of
machine learning for network anomaly detection through an
empirical research proposal. They reviewed algorithms
including K-means, Random Forest and SVM, focusing on
their capacity to classify network traffic and detect anomalies
efficiently. The authors emphasized the role of data
preprocessing, feature normalization and dimensionality
reduction in improving model performance. Their study also
discussed the importance of combining supervised and
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unsupervised learning methods to balance detection accuracy
with adaptability to unknown attacks. Although the research
was primarily conceptual, it contributed to highlighting
practical considerations and implementation challenges in
deploying ML-based anomaly detection in real-world
networks.

Radford et al. [4] introduced a recurrent neural network
(RNN)-based approach for detecting network traffic
anomalies. Their study leveraged the sequential modeling
capabilities of RNNs to capture temporal dependencies in
network data streams. Using large-scale datasets, the authors
demonstrated that RNNSs, particularly Long Short-Term
Memory (LSTM) architectures, can effectively model time-
series patterns of normal and anomalous traffic. The results
showed that this approach could successfully identify subtle
and temporally extended attacks that traditional classifiers
often miss. The paper also noted that while RNNs provide
superior detection accuracy, they require substantial
computational  resources and  careful tuning of
hyperparameters to achieve optimal performance.

Building upon this foundation, Kwon et al. [5] conducted
a comprehensive survey of deep learning-based network
anomaly detection methods. Their work systematically
categorized deep learning models into supervised,
unsupervised and hybrid approaches. The authors analyzed
CNNs, RNNSs, autoencoders and generative adversarial
networks (GANSs), evaluating their effectiveness in detecting
complex and evolving threats. The survey highlighted that
deep learning methods significantly improve detection rates
and scalability but often suffer from interpretability issues.
Kwon et al. also identified key research challenges, including
data imbalance, model transparency and real-time
deployment efficiency, which remain central concerns in
modern network security research.

Following this, Malaiya et al. [6] provided an empirical
evaluation of deep learning models for network anomaly
detection using multiple benchmark datasets. Their
comparative analysis of CNN, LSTM and hybrid models
revealed that deep architectures outperform traditional ML
algorithms in terms of detection accuracy and robustness
against unseen attacks. The study also emphasized the role of
hyperparameter tuning and feature representation in
influencing model performance. However, the authors
acknowledged that deep models demand high computational
resources and may not be suitable for lightweight or
embedded systems. Their empirical insights serve as a
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practical guideline for selecting suitable DL architectures in
anomaly detection applications.

Usama et al. [7] expanded the discussion by focusing on
unsupervised machine learning for networking, highlighting
its relevance for detecting unknown or zero-day attacks.
Their survey examined clustering, self-organizing maps
(SOM) and autoencoder-based methods, emphasizing their
ability to uncover hidden structures in unlabeled data. The
authors noted that unsupervised learning can significantly
enhance anomaly detection when labeled data is scarce, a
common limitation in network security datasets. They also
addressed key research challenges, such as scalability,
explainability and model convergence, proposing potential
solutions through hybrid and semi-supervised learning
frameworks.

Similarly, Fernandes et al. [8] conducted a comprehensive
survey covering traditional and modern anomaly detection
methods. They provided a detailed taxonomy of anomaly
detection techniques, including statistical analysis,
information theory-based methods and machine learning
approaches. Their work also examined the performance
metrics and evaluation methodologies used across various
studies, highlighting inconsistencies in benchmarking
practices. The authors emphasized the importance of
developing standardized datasets and evaluation frameworks
to ensure fair comparison and reproducibility in anomaly
detection research. This study remains one of the most
detailed surveys in the domain, offering both historical
context and insights into emerging trends.

Ali et al. [9] contributed a review of current machine
learning approaches for anomaly detection in network traffic.
Their work analyzed both supervised and unsupervised
algorithms, focusing on their comparative strengths and
weaknesses. The authors noted that while supervised models
generally achieve higher accuracy, they are heavily
dependent on labeled datasets, which are often unavailable or
incomplete in real-world scenarios. In contrast, unsupervised
models offer better adaptability but may suffer from reduced
precision. Their review also emphasized the growing role of
ensemble and hybrid methods, which combine the strengths
of multiple algorithms to achieve better generalization and
robustness against diverse attack types.

Lastly, Lam and Abbas [10] investigated machine
learning-based anomaly detection for 5G networks, an
emerging area with unique security challenges. Their study
addressed the need for scalable, low-latency detection
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mechanisms capable of handling the massive data throughput
of 5G infrastructure. The authors proposed leveraging
federated learning and edge-based anomaly detection to
maintain data privacy while achieving real-time response.
They concluded that integrating Al-driven anomaly detection
within 5G systems could significantly enhance proactive
threat management, though challenges related to resource
allocation, model synchronization and communication
overhead remain open research issues.

Wang et al. [11] presented a detailed survey on the role of
machine learning in network anomaly detection, focusing on
how data-driven methods can improve detection accuracy
and adaptability in dynamic network environments. The
study categorized ML-based techniques into supervised,
unsupervised and reinforcement learning paradigms,
analyzing their applicability in various network architectures
such as traditional enterprise networks, 10T and cloud
systems. The authors emphasized that while supervised
learning algorithms such as SVM, Random Forest and
Gradient Boosting offer high detection accuracy when trained
on quality-labeled datasets, they are limited by their
dependency on labeled data and vulnerability to evolving
attack patterns. Conversely, unsupervised approaches,
including clustering and autoencoders, were highlighted for
their ability to detect zero-day attacks in unlabeled data
environments. The paper also reviewed hybrid and ensemble
learning approaches, concluding that combining multiple
models can enhance robustness and reduce false positives.
Wang et al. further identified open challenges, including
explainability, computational scalability and the need for
real-time adaptability in large-scale deployments.

Haji and Ameen [12] conducted a review focusing on
attack and anomaly detection in Internet of Things (loT)
networks using machine learning techniques. The authors
observed that 10T networks, due to their distributed and
resource-constrained nature, introduce unique challenges in
anomaly detection such as limited computational capacity,
heterogeneous data sources and increased attack surfaces.
Their review analyzed various ML algorithms, including
Decision Trees, K-Nearest Neighbors (KNN) and Artificial
Neural Networks (ANN), applied to loT-based intrusion
detection systems (IDS). The study highlighted that
lightweight and adaptive ML algorithms are essential for
efficient anomaly detection in loT environments, as
traditional deep models may not suit devices with limited
processing capabilities. The authors also emphasized the
importance of data preprocessing, feature selection and the
use of federated learning techniques to maintain privacy and
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reduce communication overhead. This work contributes
valuable insights into balancing detection accuracy with
computational efficiency in 10T anomaly detection systems.

Fotiadou et al. [13] proposed a deep learning-based
framework for network traffic anomaly detection, employing

a combination of convolutional and recurrent neural networks.

Their approach focused on capturing both spatial and
temporal features within network traffic data, thereby
improving the detection of complex and evolving attacks.
The study demonstrated that deep architectures, particularly
CNN-LSTM hybrids, outperform traditional ML models in
identifying subtle anomalies in network flows. Experimental
evaluations using benchmark datasets confirmed that the
proposed model achieved superior accuracy and lower false
alarm rates. However, the authors acknowledged challenges
related to computational complexity, large-scale data
handling and real-time detection latency. They also
emphasized that the explainability of deep learning decisions
remains an open problem that must be addressed before
practical ~ deployment in  mission-critical ~ network
environments.

Hajj et al. [14] presented a comprehensive review of
anomaly-based intrusion detection systems (AIDS),
examining their core requirements, methodologies and
evaluation metrics. The study classified anomaly detection
systems based on detection principles, such as statistical
analysis, machine learning and deep learning and evaluated
their performance using standard datasets like KDD Cup 99,
NSL-KDD and CICIDS2017. The authors also reviewed
various metrics including accuracy, precision, recall and F1-
score, which are used to assess IDS performance. A key
contribution of this work was the discussion of dataset
quality and its significant influence on model performance.
Hajj et al. noted that many datasets are outdated and lack
representation of modern attack vectors, underscoring the
need for new, realistic datasets that capture the characteristics
of emerging threats such as 10T and 5G-based attacks. The
study thus provides a foundational perspective on
performance evaluation standards in anomaly detection
research.

Chen et al. [15] introduced an improved Naive Bayes
classification algorithm for traffic risk management and
anomaly detection. Their modified model incorporated
weighted probability estimation and dynamic thresholding to
enhance the classifier’s sensitivity to rare events and
imbalanced datasets. The study demonstrated that the
improved Naive Bayes algorithm achieved better detection
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accuracy and reduced false-positive rates compared to the
traditional approach. The model was computationally
lightweight, making it suitable for real-time network
monitoring applications. Chen et al. also emphasized that
although probabilistic models like Naive Bayes are simple
and interpretable, their performance heavily depends on the
quality of input features and assumptions of data
independence. Their contribution lies in improving a classic
algorithm to make it more applicable for modern, large-scale
traffic anomaly detection tasks.

Umer et al. [16] explored machine learning-based
intrusion detection for Industrial Control Systems (ICS),
which are vital components in critical infrastructure sectors
such as power grids and manufacturing. The study reviewed
ML applications in detecting anomalies within industrial
networks, highlighting the distinct characteristics of ICS
traffic, including deterministic communication patterns and
stringent latency requirements. The authors discussed the
applicability of supervised and unsupervised methods,
including SVM, Random Forest and Autoencoders, for
detecting cyber-physical anomalies. They also identified
several challenges such as dataset scarcity, system
heterogeneity and the difficulty of deploying ML solutions in
real-time environments without disrupting industrial
operations. Their recommendations emphasized developing
domain-specific ML models and leveraging transfer learning
to enhance detection in ICS networks.

Jebur et al. [17] presented a review on deep learning
approaches for anomaly event detection in video surveillance
systems. Although their focus extended beyond traditional
network traffic, their analysis is relevant to network security
as video data often transmits over IP networks. The authors
reviewed CNN, RNN and autoencoder architectures used for
detecting anomalous activities in video streams, highlighting
their adaptability for real-time detection. They also discussed
data augmentation techniques, feature extraction and transfer
learning strategies that can improve generalization in limited
data scenarios. The study concluded that while deep learning
significantly advances anomaly event detection, its
application in network-based contexts requires optimization
for bandwidth efficiency and low-latency inference.

Kim et al. [18] proposed a machine learning framework
for anomaly detection in blockchain-based networks, where
traffic monitoring is essential for ensuring secure
decentralized communication. The study integrated
supervised ML algorithms such as Random Forest and SVM
with blockchain analytics to identify irregular transaction
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patterns indicative of network attacks. The authors
demonstrated that ML can enhance blockchain security by
detecting anomalies in peer-to-peer communication and
consensus processes. Experimental results showed that their
framework effectively detected malicious nodes and
improved the reliability of blockchain transactions. Kim et al.
highlighted the growing importance of combining network
monitoring with blockchain analysis, paving the way for
secure distributed network anomaly detection solutions.

Fosi¢ et al. [19] focused on NetFlow-based network
anomaly detection using supervised machine learning
algorithms. Their study evaluated multiple classifiers,
including Decision Trees, Random Forest and Gradient
Boosting, on large-scale NetFlow datasets collected from real
network environments. The results indicated that supervised
learning models could achieve high detection rates when
trained on diverse and well-labeled datasets. The authors also
analyzed feature importance and selection techniques,
showing that optimized feature sets significantly reduce
computational cost while maintaining detection performance.
However, they pointed out that supervised approaches
struggle with detecting novel or evolving attacks due to
overfitting on historical data. The paper thus highlighted the
trade-off between model accuracy and adaptability in
supervised ML-based anomaly detection.

Marappan and Marappan [20] introduced deep learning-
based intelligent algorithms for anomaly identification and
secure communication in vehicular networks. Their study
developed an authentication and anomaly detection
framework using hybrid deep learning models combining
CNN and LSTM networks. The approach aimed to enhance
the integrity of data transmission between connected vehicles
by identifying abnormal communication behaviors in real
time. Simulation results demonstrated improved detection
accuracy and reliability under varying network loads. The
authors also discussed the challenges of implementing deep
learning in vehicular environments, such as computational
constraints and rapid mobility. Their research provided
valuable insights into the integration of intelligent anomaly
detection for securing next-generation vehicular networks
(V2X systems).

Kumar et al. [21] proposed a hybrid modified deep
learning architecture for intrusion detection that integrates
optimal feature selection to improve detection accuracy and
computational  efficiency.  Their model  combines
convolutional neural networks (CNN) with advanced
optimization algorithms to identify significant features from
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network traffic datasets. By applying hybrid learning
strategies, the proposed system achieved high precision and
recall, effectively distinguishing between normal and
malicious patterns. The study demonstrated that optimal
feature selection enhances model interpretability and reduces
false positives, offering a robust framework for real-time
intrusion detection systems.

Ola-Obaado et al. [22] explored an anomaly-based
intrusion detection system leveraging transfer learning
techniques. Their approach focused on reusing pretrained
deep learning models to detect anomalies in network traffic
with minimal training data. This method addressed the
challenge of limited labeled datasets, which often hampers
deep learning model performance. The transfer learning-
based model achieved faster convergence and improved
detection accuracy, particularly in identifying zero-day
attacks. The research emphasized the efficiency of model
reuse in dynamic network environments.

Lahesoo et al. [23] introduced SIURU, a framework for
machine learning-based anomaly detection in loT network
traffic. The framework is designed to address the unique
constraints of loT systems, such as limited computational
power and heterogeneous data sources. It employs
lightweight machine learning models with efficient feature
extraction mechanisms to detect anomalous communication
patterns in real-time. The experimental results indicated
superior adaptability and scalability, making SIURU a
promising solution for securing large-scale loT ecosystems.

Rele et al. [24] conducted a comparative analysis of
intrusion detection techniques utilizing machine learning,
deep learning and anomaly-based approaches. Their study
provided a comprehensive evaluation of algorithms like
Random Forest, Support Vector Machines (SVM) and Long
Short-Term Memory (LSTM) networks across different
benchmark datasets. The findings revealed that deep learning
models generally outperform traditional ML techniques in
detecting complex attack patterns but require higher
computational resources. The study concluded that hybrid
approaches could balance performance and efficiency.

Ahmad et al. [25] proposed an early anomaly detection
method using deep learning for network security attacks.
Their architecture emphasizes early-stage detection to
minimize the impact of intrusions before they escalate. By
employing temporal deep learning models capable of
analyzing sequential network data, the study achieved
significant improvements in response time and detection
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accuracy. The research highlighted the importance of
proactive detection mechanisms in modern cybersecurity
infrastructures.

Akhiat et al. [26] presented IDS-EFS, an ensemble feature
selection-based method for intrusion detection systems. The
study introduced a multi-stage ensemble approach combining
several feature selection techniques to identify the most
relevant attributes from high-dimensional network traffic
data. The proposed system demonstrated improved
classification accuracy while maintaining computational
efficiency. The authors concluded that ensemble feature
selection enhances model robustness against noisy or
redundant data features.

Jihado et al. [27] developed a hybrid deep learning-based
intrusion detection model combining Convolutional Neural
Networks (CNN) and Bidirectional Long Short-Term
Memory (BiLSTM) networks. This hybrid design leveraged
CNN for spatial feature extraction and BiLSTM for capturing
temporal dependencies in network traffic. The results showed
enhanced performance in identifying both known and
unknown attack types. The study underscored the potential of
hybrid architectures in improving detection rates and
reducing false alarms.

Khalaf et al. [28] focused on deep learning-based
anomaly detection in network traffic for cyber threat
identification. The authors implemented advanced neural
networks to analyze massive traffic flows and detect
deviations from normal behavior. Their model successfully
identified complex and evolving threats, demonstrating the
scalability of deep learning approaches for high-volume
network environments. The study reinforced the relevance of
deep architectures in modern cyber defense systems.

Gunupusala [29] examined multi-class network anomaly
detection using diverse machine learning techniques. Their
work compared algorithms such as Decision Trees, Naive
Bayes and Gradient Boosting for classifying multiple types
of network attacks. The study found that ensemble learning
models outperform single algorithms, especially in multi-
class classification scenarios. The research highlighted that
choosing appropriate models for each attack category
enhances overall detection accuracy.

Lu et al. [30] conducted a study on network anomaly
traffic analysis focusing on statistical and behavior-based
methods. The research explored metrics such as packet
frequency, data entropy and temporal correlation to identify
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irregularities in network behavior. Lu emphasized that
statistical anomaly detection remains fundamental for
understanding baseline traffic characteristics, which aids in
complementing machine learning models with domain-
specific knowledge.

Alfardus et al. [31] investigated machine learning-based
anomaly detection methods for securing in-vehicle networks
(IVN). With the rise of connected vehicles, the study
emphasized the importance of securing vehicular
communications from cyber intrusions. The proposed ML-
based framework effectively detected abnormal message
exchanges within the Controller Area Network (CAN). Their
findings suggest that supervised learning models can provide
real-time protection against 1\VN-based cyber threats.

Takale et al. [32] proposed SecureNet, a network
intrusion detection system utilizing a combination of machine
learning and deep learning techniques. The hybrid design
aimed to integrate the interpretability of ML models with the
accuracy of DL architectures. Through experimental
evaluation, SecureNet achieved high detection rates for
various attack types, proving that multi-level hybridization
enhances adaptability and resilience in dynamic network
conditions.

Rafique et al. [33] conducted a comprehensive survey of
machine learning and deep learning techniques for anomaly
detection in 10T networks. Their review identified key
challenges such as data heterogeneity, privacy issues and
scalability constraints in 10T anomaly detection systems. The
study provided insights into the latest research trends,
emphasizing lightweight deep models and federated learning
frameworks as promising solutions for decentralized loT
environments.

Mynuddin et al. [34] designed an automatic network
intrusion detection system integrating both machine learning
and deep learning components. Their system employed
ensemble classification techniques to enhance reliability and
accuracy across diverse datasets. The hybrid system
outperformed traditional IDS methods in detecting modern
cyber threats, highlighting the effectiveness of combining
multiple learning paradigms.

Siddiqui et al. [35] applied machine learning for anomaly
detection in loT-enabled Kitchen area networks. Their
approach utilized clustering and classification algorithms to
identify abnormal device communication patterns, ensuring
safety and operational stability. The research demonstrated
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that even small-scale 10T environments can benefit from
intelligent anomaly detection for preventing potential system
failures or cyber risks.

Zhang et al. [36] conducted a comprehensive survey on
network security traffic analysis and anomaly detection
techniques. Their review compared statistical, rule-based and
Al-driven methods, identifying deep learning as the most
promising approach for complex anomaly detection tasks.
The study highlighted challenges such as high computational
demands and model explainability issues, advocating for
interpretable Al-based IDS solutions.

Vishnu Priya et al. [37] explored the advancements in
anomaly detection techniques in network traffic, focusing on
the role of artificial intelligence and machine learning. Their
study discussed how Al-enabled models enhance the
detection of sophisticated attacks through adaptive learning
and continuous improvement. They also emphasized the
integration of explainable Al to address the transparency
concerns of black-box models.

Ness et al. [38] developed an advanced machine learning
framework for network traffic anomaly detection. Their
research utilized ensemble and deep reinforcement learning
models to dynamically adjust detection thresholds based on
network conditions. The results demonstrated improved
adaptability and reduced false positives, making it a suitable
approach for real-world deployment in large-scale networks.

Zhen et al. [39] proposed an anomaly detection model for
network security situational awareness based on machine
learning. Their work focused on identifying limitations in
existing models, such as poor generalization and insufficient
interpretability. They introduced techniques to enhance
model transparency and discussed future trends in integrating
graph learning and self-supervised techniques for enhanced
situational awareness.

Dehkordi et al. [40] presented an overview of recent
advances in network security and new anomaly detection
techniques. Their review covered both signature-based and
behavior-based detection mechanisms, emphasizing hybrid
approaches that blend heuristic analysis with ML algorithms.
The study suggested that future systems should prioritize
adaptability to evolving attack patterns through online
learning mechanisms.

Mahmood et al. [41] provided a comprehensive review of
machine learning techniques for network anomaly detection.
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The study classified approaches into  supervised,
unsupervised and semi-supervised categories, analyzing their
respective performance and applicability. The authors
concluded that semi-supervised learning holds significant
potential for addressing data scarcity and imbalance in real-
world intrusion detection datasets.

Yuan et al. [42] explored anomaly detection and privacy
protection in network security data using machine learning.
The study emphasized the importance of balancing detection
performance with user data confidentiality. By integrating
privacy-preserving mechanisms such as differential privacy,
the research proposed a secure framework that mitigates
information leakage while maintaining high detection
accuracy.

3. CONCLUSION

Anomaly detection in network security has emerged as
one of the most critical and dynamic areas of research, driven
by the increasing complexity and sophistication of cyber
threats. The literature reviewed in this study highlights the
rapid evolution of methodologies—from traditional statistical
and rule-based systems to modern machine learning and deep
learning approaches. Early systems primarily focused on
fixed thresholds and signature matching, which, although
effective for known attacks, failed to identify novel or
evolving threats. In contrast, contemporary research
demonstrates the growing adoption of intelligent and
adaptive models that can learn and evolve from data, thereby
enhancing detection accuracy and reducing false alarms.

The literature also reveals significant progress in
domain-specific applications, such as anomaly detection in
10T networks, vehicular systems, and industrial environments.
Lightweight ML models, federated learning, and privacy-
preserving techniques have been developed to cater to
resource-constrained and privacy-sensitive settings. These
advancements demonstrate the versatility and adaptability of
Al-driven anomaly detection systems across varied network
infrastructures. However, challenges remain in ensuring
scalability, explainability, and real-time performance. The
black-box nature of deep learning models continues to pose
interpretability issues, making it difficult for security analysts
to trust automated decisions without transparent explanations.

Furthermore, as cyber threats evolve, traditional static
models must give way to dynamic, self-learning frameworks
capable of continuous adaptation. The integration of
reinforcement learning, graph neural networks, and self-
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supervised learning represents promising future directions for
creating context-aware, autonomous intrusion detection
systems.  Additionally, the importance of balancing
performance with ethical considerations, such as data privacy
and fairness, has become increasingly evident in recent
studies.
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