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Abstract: In current years mobile ad hoc network has a superior impact on wireless communication
network. In MANET, each and every node acts as a router to establish a route and transfer data by means of
various hops. MANET is more vulnerable to network security problem. When a source wants to transfer
data to destination, packets are transferred through the router nodes, thus, searching and establishing a
route from a sender node to a receiver node is a challenging task in MANET. Routing is an important task
in MANET and for this routing it has several routing protocols. AODV is one of the most suitable routing
protocols for the MANET and it is more vulnerable to black hole attack by the attacker nodes, an Attacker
node that incorrectly sends the route reply (RREP) that it has a latest route with minimum hop count to
destination and then it drops all the receiving packets. This is black hole attack. In the case of greater than
one attacker nodes that work together with cooperatively, the effect will be more. This type of attack is
known as cooperative black hole attacker’s node. There are various of efforts have been made to defend
against black hole type malicious behavior, but no one a single solution looks most promising to prevent
against black hole attack. In this paper surveyed and compared the existing solutions to black hole attacks
on AODV protocol.
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operations in MANET introduce some new security problems
in addition to the ones already present in fixed networks.

1. INTRODUCTION

Wireless technologies such as Bluetooth or the 802.11
standards enable mobile devices to establish a Mobile Ad-
hoc Network (MANET) by connecting dynamically through
the wireless medium without any centralized structure [1].
MANETS offer several advantages over traditional networks
including reduced infrastructure costs, ease of establishment
and fault tolerance, as routing is performed individually by
nodes using other intermediate network nodes to forward
packets [2], this multi-hopping reduces the chance of
bottlenecks, however the key MANET attraction is greater
mobility compared with wired solutions. MANET is
particularly vulnerable due to its fundamental characteristics,
such as open medium, dynamic topology, distributed
cooperation, and constrained capability. Routing plays an
important role in the security of the entire network. Thus
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According to the criterion that whether attackers disrupt
the operation of a routing protocol or not, attacks in MANET
can be divided into two classes: passive attacks and active
attacks [3,4,5]. In a passive attack, the attacker does not
disrupt the operation of a routing protocol but only attempts
to discover valuable information by listening to the routing
traffic. In an active attack, however, these attacks involve
actions performed by adversaries, modification and deletion
of exchanged data to attract packets destined to other nodes
to the attacker for analysis or just to disable the net-work.
Some typical types of active attacks can usually be easily
performed against MANET, such as, Denial of Service
(DoS), impersonation, disclosure, spoofing and sleep
deprivation. Most important networking operations include
routing and network management. Routing protocols can be
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divided into proactive, reactive and hybrid protocols,
depending on the routing topology. Proactive protocols are
typically table-driven. Examples of this type include DSDV,
WRP. Reactive or source-initiated on-demand protocols, in
contrary, do not periodically update the routing information.
It is propagated to the nodes only when necessary. Example
of this type includes DSR, AODV and ABR. Hybrid
protocols make use of both reactive and proactive
approaches. Example of this type includes TORA, ZRP.
Security is a major concern in all forms of communication
networks, but ad hoc networks face the greatest challenge
due to their inherent nature. As a result, there exist a slew of
attacks that can be performed on an Ad hoc net-work.

2. SECURITY ISSUES

Security in Mobile Ad-Hoc Networks is an important
concern for the network functioning. MANET often
experience different security attacks because of its following
features: Dynamically changing network topology, lack of
central monitoring, cooperative algorithms and absence of a
certification authority and etc [6, 7]. These features are
explained below:

e Dynamically changing network topology: Nodes are
free and they can move arbitrarily. So the network
topology changes unpredictably and frequently, which
results in change in routes, frequent partitioning of
network and loss of packets.

e Lack of centralized monitoring: MANETSs does not
have any established infrastructure and centralized
administration. MANET works without any preexisting
infrastructure. This lack of centralized management
leads MANET more vulnerable to attacks. Detecting
attacks and monitoring the traffic in highly dynamic and
for large scale Ad-Hoc network is very difficult due to
no central management.

e Cooperative algorithms: In MANET the routing
algorithms need to have trust between their neighboring
nodes.

e Bandwidth constraint: Wireless links have lower
capacity as compared to the infrastructures networks.

e Limited physical security: Mobility of nodes results in
higher security risks, which increases the possibility of
spoofing, eavesdropping and masquerading and DoS
attacks.

e Energy constrained operation: The only energy means
for the mobile nodes in Ad-Hoc network is the battery
power. And they also have a limited storage capacity and
power.
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3. BLACKHOLE ATTACK IN AODV

In an ad-hoc network that uses the AODV protocol, a
black hole node pretends to have fresh enough routes to all
destinations requested by all the nodes and absorbs the
network traffic. When a source node broadcasts the RREQ
message for any destination, the black hole node immediately
responds with an RREP message that includes the highest
sequence number and this message is perceived as if it is
coming from the destination or from a node which has a fresh
enough route to the destination. The source node then starts
to send out its data packets to the black hole trusting that
these packets will reach the destination.

1 2
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RREQ
:

MALICIOUS NODE
Fig.1 RREQ Broadcast

A malicious node sends RREP messages without
checking its routing table for a fresh route to a destination.
As shown in fig.1, source node 0 broadcasts an RREQ
message to discover a route for sending packets to destination
node 2. An RREQ broadcast from node 0 is received by
neighboring nodes 1,3 and 4. However, malicious node 4
sends an RREP message immediately without even having a
route to destination node 2. An RREP message from a
malicious node is the first to arrive at a source node. Hence, a
source node updates its routing table for the new route to the
particular destination node and discards any RREP message
from other neighboring nodes even from an actual destination
node. Once a source node saves a route, it starts sending
buffered data packets to a malicious node hoping they will be
forwarded to a destination node. A malicious node drops all
data packets rather than forwarding them on. [8].
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4. LITERATURE REVIEW

To combat the black hole attack from the wireless ad hoc
network, a lot of work has been done in this field. Various
researchers implemented or suggested different techniques to
combat it. In this paper a literature study of the previous
work is described below:

Nishu kalia, Kundan Munjal [9], present a technique
which uses the Fuzzy based control, to detect and mitigate
type of attack, namely malicious packet dropping, in wireless
ad-hoc network. A malicious node in a network promises to
forward packets but drop or delay them. In this technique,
every node in the mobile ad-hoc network sends the route
request and waits for the acknowledgment. The requesting
node analyzes the behavior of unknown node using fuzzy
technique and on the basis of result the node takes this node
in the route of the packet. Subsequently, states of the nodes
can also be utilized by the routing protocol to bypass those
malicious nodes. Their method shows that in a dynamically
changing network, the technique can detect most of the
malicious nodes with a relatively high positive rate. The
packet delivery rate in the MANET can also be increased
accordingly.

The work in [10], proposed a method based on PL2
whose modification has been done in AODV protocol for
ensuring the security against the Black hole attack using NS2
Simulation. This method is based on time and neighborhood
parameters. This method first check for malicious activity

exists, and then starts detect and remove the Black hole nodes.

In [11], analyzed the effect of black hole attack which is
one of the feasible attacks in ad hoc networks. In the first
phase they simulate the effect of black hole nodes in the
network for AODV routing protocol. In the second phase
they have modified AODV routing protocol by tuning the
parameters in the RREP packet for detection of the Black
hole nodes. They have done simulations by changing the
various parameters like number of nodes, mobility, black
hole nodes using NS2. They have compared the results with
traditional AODV for simulation matrix like PDR and End-
to-End delay.

In Ref. [12] proposed a neighborhood-based and routing
recuperation method. This recognition method based on a
neighborhood-based method to distinguish the black hole
attack, and a routing recovery protocol to put together the
correct path [12][13]. This method is employed to recognize
the nodes which are unconfirmed .In this method, source
node sends a alter Route Entry control packet to target node
to refurbish routing path in the recovery protocol. In this
system, not only an inferior discovery time and privileged
throughput are attained, but the precise detection possibility
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is also achieved. The foremost restriction of this method is
that it becomes useless when the attacker agrees to
counterfeit the fake reply packets.

A mechanism for discovery and prevention of cooperative
black hole attack in mobile ad hoc network using AODV
protocol [14], Harsh Pratap Singh, Rashmi Singh describe
clock synchronization technique, in this paper, they proposed
a technique in which broadcast synchronization (BS) and
relative distance (RD) technique of clock synchronization is
used to thwart the black hole nodes. In this internal and
external clock node evaluate with the threshold clock if both
the clock time is greater than the threshold then it is found
that the node is malicious. This method can easily identify
and avoid the block-hole node.

5. COMPARISON OF SINGLE BLACK
HOLE ATTACK DETECTION SCHEMES
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6. CONCLUSION

In this paper we studied the information about the
network, concept of wireless network, why use of wireless
network. We also see the introduction about MANET and
various features of MANET. In this paper we have brought
out few aspects on the Black hole Attacks observed in
MANETS. Then we further elaborated on the AODV
Protocol and how Black Hole attacks occur in the network.
The study here shows different modified versions of AODV
algorithms which have been proposed and implemented to
prevent and detect black hole attack. A comparison table
shows the performance of methods, Used Routing Protocol,
Type of black hole attack and their limitations.
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