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Abstract: In this report we have found what is Darknet in internet and the reason for being it was contrived 

and its usage and abuse. Here, we have found that the internet is not that much more secure than Darknet 

and the causes for which Darknet is considered as more resilient than the net. We will see that the net is not 

changing more significantly across time in terms of statistical and resilience properties of the Internet, but 

the Darknet which is also recognized as a network dedicated to keeping anonymous its traffic, experiences 

rapid changes in terms of attributes like resilience and statistical improvements so that it can improve the 

security of its users.ers. In this paper we study the structure of the Darknet and we find that its topology is 

rather peculiar, being characterized by non-homogenous distribution of connections: typical of scale-free 

networks , very short path lengths and high clustering (typical of small-world networks)  and lack of a core 

of highly connected nodes. Here, we have likewise attempted to specify various network attacks and ground 

defense techniques or resilience of the internet and Darknet against these attempts. By chance, we discover 

that its special social system makes the Darknet much more lively than the Internet – used as a bench mark 

for comparison at a descriptive story – to random failures, targeted attacks and cascade failures, as a 

consequence of adaptive changes in reaction to the attempts of breaking apart the network across time. 

Disdain of the fact that the resilience of Darknet is good for government organization, armed services and 

similar establishment which have significant personal data plus confidential information such that hackers 

can’t easily get data, it is more a blessing to online illegal merchants, hackers who want to hide from 

another world on the net. 
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1.  INTRODUCTION 

Since when the Internet became a publicly accessible 

thing and communication network, its resilience to random 

failures caused by unexpected crashes due to nodes‟ 

malfunction or protocol‟s errors – or attack – actions devoted 

to isolate nodes that play a vital function in the network – has 

been widely investigated. In fact, the Internet exhibits highly 

nontrivial structural and dynamical properties, from a hard-

tailed distribution of links known as shell-free property to a 

restrained amount of clustering proportional to the fraction of 

nodes that form closed triangles [1], whose modelling has 

been the case of intense research activity. 

 In fact, several years later the Internet first proper crash, 

in 1980, the focus of many studies has been, and still is, to 

improve its resilience. In the late 90s, about 30 years after the 

first Internet prototype, the US Defense Advanced Research 

Projects Agency (DARPA) and the Office of Naval Research 

started to develop a communication network, at the 

application layer, based on anonymous connections and, in 

principle, resistant to both eavesdropping and traffic analysis. 

This web was based on onion routing, a special infrastructure 

for private communications over a public network that is able 

to obscure the substance of a message and the identity of 

peers who are changing it.  

Today, this infrastructure is better known as Tor network 

and represents the backbone of the Darknet, a Web of hidden 

services that are not reachable from within the Internet. 

Because of its property of being blotted out from the 

remainder of the world Darknet is considered as  a most 

suitable communication network to exchange sensitive 

information, both legal and illegal [8], becoming soon the fair 
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game of governments attempting to identify dissidents or of 

intelligence agencies, such as the CIA and GCHQ, to contain 

unauthorized news leaks, distribution of illegal contents or 

trade of illegal substances. 

Here, we characterize the morphological attributes of the 

Darknet across time and we compare them against the 

Internet topology. It is worth noting that throughout the 

manuscript we model and characterize the Darknet from a 

complex system perspective, implying that we tie to the 

representation of both the Internet and the Darknet from 

available information, while focusing the study along the 

particular network structures they provide. Take down that 

this comparison has performed at a descriptive point, using 

the structure of the Internet as a benchmark to highlight the 

salient characteristics of the Darknet.  

Tor works on the application layer, while, the 

Autonomous Systems data capture connections at the Internet 

layer, which means that is built on top of the Internet and 

transport layers. We nominate a model, based on how Tor 

works, to reproduce with high accuracy, the most salient 

features of the Darknet. We do a thorough analysis, based on 

simulations, of the resilience of both networks to three 

dissimilar types of failures, static – due to random disruptions 

or targeted attacks – and dynamical – due to the cascade 

failures induces by attacking a single specific node of the 

network, and demonstrate that the Darknet is a lot more rich 

than the Internet under any perspective.  

In the end, we have delineated the different types of 

attack and their effects on Darknet and internet plus the 

defense methods used by both of them [13]. 

 

2. REVIEW OF THE LITERATURE 

Manlio De Domenico et al. (2016) have studied 

modelling the social organization and resilience of dark 

network. They have explained the resilient design and has 

compared the resilience in internet and Darknet.  

Pretre Baptiste et al. (2015) have talked around the types 

of approaches that can be exercised along the internet and 

Darknet and their defense techniques used by them.  

Dr. Georg Carle et al. have done study in details about 

what resilience is computer networks and what are the 

various factor that effects the attack defending capability.  

Arun Kumar (2015) examined the security issues in 

Darknet and the internet, how to access Darknet and stay safe 

while practicing it.  

Bailey, Michael et al. (2015) have described and analyzed 

the important measurement issues associated with deploying 

darkness, evaluating the arrangement and service 

configuration of darkness, and analyzing the data collected by 

darkness. We have examined this subject and come to a 

determination that defines Darknet, its resilience as compared 

to internet, resilience design in Darknet that make it more 

robust against attacks as compared to internet, features of 

resilient design in static and dynamic network, types of 

attacks that Darknet with stands due to its resilience property 

how it guards against them. 

 

3. INTRO TO INTERNET, DEEPNET/DEEP 

WEB AND DARKNET 

A. The Internet 

The Internet, sometimes called simply "the Net," is a 

worldwide organization of computer networks - a net of 

networks in which users at any one computer can, if they 

have permission, get information from any other computer 

(and sometimes talk directly to users at other computers). 

This is the easy one. It is the most commonly used part of the 

web, everyone wishes to learn the news, visit Facebook, 

Twitter, study and store. Simply consider this the “regular” 

Internet. [12]  

 

B. The Deep Web 

The deep web is a part of the Internet that can‟t be 

searched and indexed by the many of the leading search 

engines. This implies that you have to see those places 

directly instead of being capable to look for them. Thus on 

that point are not paths to start there, but they can be accessed 

at once as they are waiting if you have an address. 

 

 
Figure1: Showing related between Darknet, deepweb and 

internet [12]. 

The Deep Web is largely there just because the Internet is 

too large for search engines to comprehend entirely.  



International Journal of Technology Research and Management 
ISSN (Online): 2348-9006 

  Vol 6 Issue 9 September 2019 
 

 

 

 
 

Paper ID: 2019/IJTRM/9/2019/29109           3 

 

As such, the websites inaccessible to normal search 

engines from the Deep web. Deepweb includes websites 

whose robots.txt are set to prevent Google and other search 

engines from indexing or finding them on the Internet, in 

parliamentary procedure to bar them from the hunt. [12] 

They could be private personal websites, Intranets, etc.  

 

C. The Darknet 
The Dark Net is a subset of the Deep Web that is not only 

not indexed or searched, but that too needs some special 

efforts be able to access it, e.g., specific proxying software or 

authentication to gain admission. The Darknet is also shouted 

out as dark web. The Dark Web often considered as best 

among additional sub-meshes, such as Tor, I2P, and Freenet, 

and is frequently connected with criminal activity of diverse 

grades, including buying and trading drugs, pornography, 

gambling, and so on  

The websites on Darknet are anonymous, i.e., you cannot 

differentiate who are the website  owners when visiting such 

Darknet websites. Non-indexed website owners can still be 

traced out looking at who bought the domain name etc. 

Websites in Darknet are sites that are using the Tor (The 

Onion Router) network [2]. The basis of Tor network is to 

include so many lymph glands that the origin cannot trace 

where the data is travelling or where it is coming from. 

Normal browsers cannot open the Darknet websites as 

their top level areas are.Onion, and they are not normal 

domain names, but a train of random characters followed 

with. onion. These field names are created by Onion when 

you host your anonymous web sites using the Onion or Tor 

network. Thus, the DNS servers do not recognize what they 

are, how they can be resolved and you will get a site not 

found error (404 error) if you attempt to access one of the 

sites in the Darknet. But the Onion servers know how to 

resolve these domain names. 

Again we can say that Darknet is a subset of the Internet 

that hosts anonymous websites that may or may not be 

offering legal content. 

While the Dark Web is definitely used for nefarious 

purposes more than the standard Internet or the Deep Web, 

there are many legitimate uses of the Dark Web as well. 

Legitimate or licit uses include matters like using Tor or 

Onion routing to anonymous reports of domestic abuse, 

government oppression, hiding unsuitable information  and 

other crimes that bear severe moments for those calling out 

the issues [18]. 

Common Dark Web resource types are media distribution, 

with emphasis on specialized and special interests, and 

exchanges where you can purchase illegal goods or services. 

These cases of sites more often require that one lead before 

using, which both aids to save the resources alive with fresh 

content and also helps assure (for illegal content websites) 

that everyone using the website shares a bond of mutual guilt 

that helps cut the chances that anyone will report the situation 

to the federal agencies. 

 

D. Resilience in computer nets 

Computer networking community defines resilience as the 

combination of trustworthiness (dependability, security, per 

formability) and tolerance (survivability, disruption 

tolerance, and traffic tolerance) [16]. 

Resilience, refers to a system's ability to adapt to failures 

and to resume normal operations when the bankruptcy has 

been solved. 

In other words “Resilience is the persistence of 

dependability when facing changes.”.Modifications can be 

particularly set on. 

 

E. Dependability attributes: 

Availability: Readiness for correct service Readiness for 

corrective service. 

Reliability: Continuity of correctional service. 

Safety: Absence of catastrophic consequences on the 

user(s) and the environment. 

Integrity:  Absence of improper system alterations. 

Maintainability:  Ability to undergo repair and 

modification [5]. 

The intuitive definition of resilience is how well it 

withstands challenges placed on it, against infrastructure 

disruption, or traffic surge. More formal quantitative 

measures place the requirement to maintain network graph 

connectivity or cohesion in case of a link or node failure, 

respectively. The act of simultaneous failures resulting in 

service disruption is the resilience metric in either instance. 

Instead, i may apply the probabilistic approach, calculating 

service degradation upon the given probabilistic models of 

traffic load and connection failure. Such a probabilistic 

metric of traffic loss due to low-level failures is proposed and 

evaluated in for typical networking topologies. [10] The 

analysis is usually computationally demanding, as it is used 

in multidimensional space; therefore, improvements are 

proposed, to effectively consider only the most likely failure 

scenarios. Here, we also consider linking capacities, which 

result in extra metrics defined as the link overload. 

 

F. Room to make internet resilience 

One of the greatest misconceptions is that by increasing 

redundancy in network resilience can be accomplished. But 

redundancy and resilience are two dissimilar matters. 

Redundancy means setting up backup systems, such as power 
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supplies, processors and WAN links, etc., that occurs in use 

when the primary fails. In many lawsuits they're actually 

used all the time to share the load, but it's important to think 

of what they're there for. If you begin relying on your second 

PSU to supply ability for all the business cards you've 

installed in a switch, for instance, [1] be prepared for some of 

those cards to give out if you lose a PSU and find you can no 

longer push the whole switch because you've added more 

cards than one supply can manage with. 

Resiliency means the methodology you employ, and the 

configurations you use, to get to your network tolerant of 

failure. Having a extra link between two sites, for lesson, 

doesn't do a thing for you if you've not configured your 

routers to build utilization of it if the primary fails. ISDN 

backups are a prime object lesson here - there have been 

cases where a carrier has given up an ISDN line because it 

was never employed, and then they accepted it wasn't 

actually live, only for it to become rather urgently needed 

when a WAN link failed. [10] 

 

G. Resilient design 

Then to configure resilience: First you have to determine 

how much you need, and where you necessitate it. Although 

some resilience can be configured at no or minimal cost, in 

many cases you still require to pay extra, and shelling out for 

a level of availability that nobody really needs is equally bad 

as neglecting to provide the resilience it does require.  

If you have a switched LAN, chances are you've run 

redundant links between your switches, since this doesn't cost 

much extra. [1] You'll run Spanning Tree to avoid loops, and 

create multiple VLANs to let you make use of those „spare' 

links.  

But during the period Spanning Tree does give you an 

alternative path through the network if a link or card fails, it 

can take time to sort itself out. And in this period of 

researching for an alternative track, no traffic will be held. It 

is corresponding that an outage of a few minutes was 

acceptable, since the alternative was waiting for someone to 

physically put back, re-patch or reconfigure something, 

merely on a resilient network the users shouldn't even 

acknowledge if a cable snaps or a switch blows up. And then 

you have to make certain you've tuned the setup - even if 

you're running Rapid Spanning Tree, you can experiment 

with timer settings to fit your surroundings. 

Through configuring multiple links between two devices 

we can achieve link aggregation, so that you don't even have 

to worry about Spanning Tree timeouts if one of these links 

fails. As far as the Layer 2 protocol is concerned, it's only 

one tie, then if one individual connection fails, there's no 

outage. In many hardware you can distribute these links over 

multiple line cards in a frame-based switch, so any card 

failure in never been on notice of your user.  

Your routing protocols also offer resilience, but again, it 

may be a topic of tuning to make recovery quick enough. [1] 

The maximum figure of equal-cost WAN links your router 

will load-balance over may be vendor dependent and can 

potentially be converted. If you have unequally costed paths 

(different bandwidths, for example), you may find you're not 

employing the second one. It can be reasoned that owning a 

backup link that's significantly smaller than your primary one 

is a bit superfluous, but at least you can specify filters to 

allow but the vital traffic through if your primary connection 

goes bad.  

Again, timers that determine how long it takes for your 

routing protocol to note a failure can be tweaked - it's best to 

do this in a test environment or out of hours, though - and the 

algorithm itself will determine how quickly a backup route 

can be brought into service, and then make certain you know 

how they work by default and what you can change. 

4. RESILIENCE OF DARKNET  

A. Resilience to static failures 

Here we investigate how the structural properties of the 

Darknet and the Internet are reflected in their resilience to 

perturbations. We see three different cases of psychological 

disorders based on topological and dynamical perturbations. 

Topological perturbations are static removals of nodes that 

might mimic either random disruptions or targeted 

approaches. [1] Dynamical perturbations start with the 

disruption of a single node, generally the one with the most 

eminent degree, that sets off a cascade of bankruptcies. In 

random disruptions, a fraction Pfail of nodes is chosen 

uniformly random in the network and removed. In targeted 

disruptions, the fraction Pfail of nodes is selected accordingly 

to their ranking with regard to a measure of centrality. 

Normally, the degree is used, but also the betweenness – 

quantifying centrality with respect to the communication 

stream – and k-cores – based along the core decomposition of 

a network and characterizing to which nested shell a node 

belongs to. It is common to measure the resilience of a mesh 

to such perturbations by observing how the comparative size 

of the largest connected component changes as a function of 

1−Pfail, i.e. the fraction of the surviving nodes. This method 

permits to measure if the survived nodes are clustered all 

together or if they form small disconnected clusters which 

hinder the network‟s part. Non-homogeneous random 

networks are recognized to be really robust to random 

disruptions, but very sensitive to targeted attacks. In fact, our 

findings support that both the Internet and the Darknet are 
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fairly robust to random failures, whereas they are more 

damaged by targeted attacks. It is worth mentioning that the 

critical stage, i.e. the fraction of disruptions for which the 

size largest connected component of the net is minimized, is 

very different for the two networks. In fact, while it is enough 

to target the 10% of Internet nodes to achieve the critical 

point, in the event of the Darknet much more efforts are 

needed, necessitating a 40% of disruptions (this result is in 

excellent accord with expectation from our model). [1] The 

Darknet is by orders of magnitude, more lively than the 

Internet, even with regard to random disturbances. 

 
Figure 2: Structural analysis of Internet and Darknet 

topologies. 

Force-directed visualization of the Internet and the 

Darknet in 2015, with nodes colored to put in evidence the 

underlying musical structure. [19] 

 

B. Resilience to dynamical failures 

Another type of disruption, very suitable for 

communication networks, is based on the inducing cascade 

failures. The rationale behind this method is that a node I in a 

communication network is characterized by a certain capacity 

Ci, a fixed feature quantifying the maximum amount of load 

they can operate with, and a load Li (τ), a dynamical feature 

depending on the state of the network. Nodes with higher 

degrees are assumed to be the ones with higher capacity, and 

at any time the total load of the network is constant, i.e. L =

∑_i▒〖L ((τ)〗. [1] If a guest with higher mental ability is 

disrupted, its cargo must be redistributed among the other 

clients of the network: but if the new loads exceed their 

capacities, a fresh circle of nodes will suffer a disruption, 

redistributing the loads through the remaining nodes and thus 

on, hence bringing forth a cascade of bankruptcies that can 

paralyze the organization. The dynamics of cascade failures 

and the resilience of the mesh can be considered as a 

mapping of a parameter α which improves the capability of 

each node to (1 + α) *Ci. By varying α and calculating the 

comparative size of the largest connected component at the 

terminal of the cascade, we can calculate the required 

enhancement incapacity to get the network resilient to this 

approach. Once more, the Darknet is a lot more lively than 

the Internet to this catastrophic cascade of failures, requiring 

just α ≈ 0.2 to remain fully operative, whereas the Internet 

requires at least α = 0.28 to keep operating almost the 90% of 

its clients (full operations is guaranteed for values of α close 

to 1). This answer is, one more time, in excellent agreement 

with expectation from our example. The comparative 

differences between the resilience of the two networks 

clearly indicate that before and close to the critical point the 

Darknet is more lively than the Internet. This attribute 

receives a direct economic impact, because as the value of α 

increases the costs to get to the network more robust also 

increases. 

5. GENERAL ATTACKS AND DEFENSES 

A. DOS (Denial of service) attack 

A Denial-Of-Service attack is an onslaught on a computer 

or a network that causes the deprivation of a overhaul. There 

exist many forms or methods to perpetrate a DOS attack. The 

most common form of a DOS attack is an attempt to flood 

the network with bogus packets, thereby preventing 

legitimate network traffic. [13] Another method is to drown 

the victim in fastidious computation so that it is too busy to 

do answer any other queries. DOS attacks are far more 

efficient if multiple hosts are taken in the attack, we then 

speak of a DDOS attack (distributed denial-of-service). In a 

DDOS attack, the attacking computers are often personal 

computers with broadband links that have been compromised 

by a virus or trojan. The perpetrator can then remotely 

control these machines (qualified as zombies or slaves) and 

direct an attack at any host or net. Lastly, a DDOS attack can 

be even further expanded by using uncompromised hosts as 

amplifiers. The zombies send requests to the uncompromised 

hosts and spoof the zombies‟ IP addresses to the victim‟s IP. 

When the uncompromised hosts respond, they will send the 

answering packets to the dupe. This is recognized as a 

reflection attack. 
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Figure 3: Darknet sites attacked by denial of service 

attack [20] 

 

B. Defense against DOS attack 

The foremost problem is detecting a DOS attack as it can 

be mistaken with a heavy use of the car. DDOS attacks using 

reflection are extremely difficult to stop due to the enormous 

number and diversity of machines a malicious user can 

involve in the approach (virtually any car can be twisted into 

a zombie). In summation, as the attacker is often only 

indirectly affected (he attacks through the zombies and the 

reflective network), [13] it is oftentimes impossible to 

identify the origin of the onslaught. Because of these 

components, there exists no general means of blocking DOS 

attacks. A widely applied technique to hinder DOS attacks is 

“pricing”. The server will submit puzzles to his guests before 

going along the requested computation, therefore 

guaranteeing that the clients pass away through an equally 

expensive computation. 

 
Figure 4: A DDOS attack [21] 

We have considered in above figure a DDOS attack in 

which The attacker sends the club to the computers he 

personally controls (masters) which then forward it to the 

zombies, which DOS as many cars as possible and spoof 

their IP to be the victim‟s, who will obtain all the responses. 

DOS attacks are most effective when the attacker consumes 

most of his victim‟s resources whilst investing very few 

resources himself. If each attempt to flood his victim results 

in him having to resolve a puzzle beforehand, [13] it becomes 

more difficult to establish a successful DOS attack. “Pricing” 

can be modified so that when the host perceives to be under 

an attack, it throws out more expensive puzzles, and thus 

reduces the force of the onslaught. Although this method is 

effective against a diminished act of simultaneous attackers, 

it more or less fails against very distributed attacks. Other 

drawbacks are that some legitimate customers, such as 

mobile devices, might perceive puzzles too hard and/or 

would waste limited battery power to them. 

Agra Market, the largest Darknet site at the moment after 

the stop of the Silk Road and Evolution Marketplace, is one 

of the main Tor hidden sites targeted by this approach. [20] 

Agora Market mainly deals in illegal drugs, although it also 

sells weapons and other illicit items. Since the attack, Tor 

hidden sites have been struggling to delay up. Nonetheless, 

both Agora Market and Middle Earth are currently 

accessible.  

So we can resolve that both internet and Darknet can‟t 

handle DOS. 

 

C. Man In The Middle Attack 

In a human-in-the-middle attack, the attacker inserts 

himself undetected between two clients. He can then opt to 

remain undetected and spy on the communication or more 

actively manipulate the communication. He can attain this by 

inserting, dropping or retransmitting previous messages in 

the data flow. Human-in-the-middle attacks can thus 

accomplish a change of finishes, depending on the protocol. 

In many instances it is identity spoofing or dispatching false 

information. Human-in-the-middle attacks are a nightmare in 

most protocols (particularly when there is a sort of 

authentication). [13] 

 

D. Defence against Man in the middle attack 

Participants in the Darknet, excluding your direct peers, 

will never be capable to find out your actual IP address, but 

will nevertheless be able to convey with you using virtually 

any peer-to-peer application (HTTP, email, BitTorrent, FTP, 

SSH,...). 

Without a central trusted authority, which broadly do not 

exist in P2P networks, it is not possible to notice a human-in-
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the-middle approach. Clients have no data about their 

neighbors and have no means of being able to distinguish 

them later with certainty. Luckily, as man-in-the-middle 

attacks are generally useless in P2P networks, this is not very 

alarming news. 

 

E.  The Human Factor 

The human factor should always be a consideration when 

security is at issue. We previously determined that the 

upswing P2P applications have experienced is also due to 

ease of initiation and use, lower cost (most of the time free) 

and its great rewards. Even novice users have little difficulty 

using such applications to download files that other users 

shared intentionally or accidentally shared on the P2P 

network. This is yet another security problem P2P 

applications are placing. Empowering a user, especially a 

novice, to make selections regarding the accessibility of their 

files is a significant hazard. Because of its convenient and 

familiar look, applications such as Kazaa can cause a user to 

unwittingly share the contents of his documents or even 

worse, his whole hard disk. Unfortunately, novice users do 

not understand the implications of their inaction with regard 

to security. Simply closing the application, for example, isn‟t 

enough as most of them bear on getting to the woods in the 

background. [13] Remarkably, millions of P2P peers are left 

operating unattended and vulnerable for large periods of 

time. Malicious users with intermediate hacking skills can 

take vantage of such sites. 

 

F. Worm Propagation 
Worms already pose one of the greatest menaces to the 

net. Currently, worms such as Code Red or Nimda are 

capable of infecting hundreds of thousands of servers within 

hours and no doubt that better engineered worms would be 

capable to infect to reach the same answer in a matter of 

minutes. Worms propagating through P2P applications would 

be disastrous: it is believably the most dangerous menace. 

There are various elements which make P2P networks, 

attractive for worms [7] Since in Darknet P2P 

communication is used we can regard the details of P2P 

which make it attractive for worm propagation: 

• P2P networks are composed by computers all running 

the same software. An attacker can therefore compromise the 

entire web by seeing only one exploitable security hole. 

• P2P nodes tend to interconnect with many different 

clients. Indeed a worm running on the P2P application would 

no longer loose precious time scanning for other victims. It 

would just have to get the list of the victim‟s neighboring 

nodes and spread on. 

• P2P applications are applied to transport large files. 

Some worms have to restrain their size in order to carry in 

one TCP packet. This trouble would not be encountered in 

P2P worms and they could thus carry out more complicated 

behaviors. 

• The protocols are generally not seen as mainstream and 

thus receive less attention from intrusion detection schemes. 

• P2P programs often play on personal computers rather 

than waiters. It is thus more potential for an assailant to 

deliver access to sensitive files such as credit card numbers, 

passwords or address books. 

• P2P users often transfer illegal content (copyrighted 

music, pornography...) and may be less disposed to describe 

an unusual behavior of the organization. 

• The final and probably most juicy quality P2P networks 

possess is their potentially immense size. 

Once worms finish propagating, their goal is normally to 

launch massive DDOS attacks against political or 

commercial targets [12] [13]. 

 

G. Defence against Worm Propogation 

Before regarding any technical defense, there must be a 

sensitization of P2P users. Passing on a personal computer 

unattended without a complete firewall and anti-virus on a 

broadband internet connection is begging for trouble. Blaster, 

for example, exploited a vulnerability 5 days after it was 

made public by Microsoft with a “Security Update” that set 

it. A result would be for P2P software developers not to write 

any bugged software! Maybe that is a far fetched goal, but it 

would be better to favor strongly typed languages such as 

Java or C# instead of C or C++, where buffer overflows are a 

great deal easier to calculate. Some other interesting 

reflection is that hybrid P2P systems have a vulnerability 

pure P2P systems do not. By taking in some nodes more 

special than others (for example better connectivity for 

Gnutella‟s super nodes) the aggressor receives the possibility 

to [13] target these strategic nodes first in order to pass 

around the worm more efficiently later on. Pure P2P does not 

offer such targets as all guests have the same “importance”. 

Lastly, it is interesting to mention the operating    system 

developers are too providing some answers. OpenBSD‟s 3.8 

release now returns pseudo-random memory addresses. This 

makes buffer overflows close to impossible as an attacker 

cannot know what data segment he should overwrite. 

6. CONCERN IN THE FACE OF THE 

DARKNET 

There is evidence that the Darknet will continue to 

survive and provide low cost, high quality service to a big 
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group of consumers. This intends that in many markets, the 

Darknet will be a competitor to legal commerce.  From the 

point of view of economic theory, this has heavy implications 

for business strategy: for example, increased security (e.g. 

Stronger DRM systems) may work as a disincentive to legal 

commerce.  Consider an MP3 file sold on a web site: this 

costs money, but the purchased object is equally useful as a 

version acquired from the Darknet.  Nevertheless, a securely 

DRM-wrapped song is strictly less attractive: although the 

industry is striving for flexible licensing rules, customers will 

be limited in their actions if the organization is to provide 

meaningful protection.  This intends that a marketer will 

probably earn more money by selling unprotected objects 

than protecting objects.  In short, if you are competing with 

the Darknet, you must compete on the darkness own terms: 

that is convenience and low cost rather than additional 

security. Certain industries have faced this (to a bigger or 

lesser extent) in the past.  Dongle protected computer 

programs lost sales to unprotected programs, or hacked 

versions of the program.  Users have also refused to upgrade 

to newer software versions that are copy protected.   There 

are many factors that influence the threat of the darknet to an 

industry.  We take in the Darknet having most direct bearing 

on mass-market consumer IP-goods.  Goods sold to 

corporations are less threatened because corporations mostly 

try to stay legal, and will police their own intranets for illicit 

actions.  Additionally, the cost-per-bit, and the total size of 

the objects have a huge presence on the competitiveness of 

today‟s darkness compared with legal trade. [9] [10]  For 

example, today‟s peer-to-peer technologies provide excellent 

service quality for audio files, but users must be very 

determined or price-sensitive to download pictures from a 

Darknet, when the legal competition is a rental for a few 

bucks. 

7. CONCLUSION 

 The In this paper we read about Darknet and internet, 

resilience in them and types of attack and defense techniques 

used by them, thereby we concluded that the Darknet is a 

portion of the internet that people can access and use 

anonymously. This privacy and the ability to work off from 

prying eyes means that the network is frequently used for 

anonymous exchanges of sensitive information and for illegal 

activities such as drug trafficking, sharing child pornography 

or exchanging protected intellectual property free of charge. 

Cyber attacks are frequently launched against this 

network, but normally with little success. At present, the 

researchers Manlio De Domenico and Alex Arenas from the 

URV's Department of Computer Engineering and 

Mathematics have managed to find out why the Darknet is so 

hard to assail. In an article published in Physical Review E, 

the Darknet is practically impenetrable because of its unique 

topology, which is significantly different from the rest of the 

internet. 

To prove this, the researchers have used data published by 

the Internet Research Lab of the University of California 

(Los Angeles) and network analysis to measure the resilience 

of the Darknet. They have described its topology and have 

got a model that demonstrates how data is transmitted using 

the "onion router," a technique that encrypts messages in 

multiple strata. 

This has permitted them to simulate how the Darknet 

would respond to three types of attack: attacks on a specific 

node, attacks that have certain nodes to fail randomly, and 

approaches that unleash a wave of errors that are distributed 

across the net. 

The study's results show that to cause significant 

disruption an attack on the Darknet's various nodes needs to 

be four times stronger than an onslaught against the internet's 

nodes. Furthermore, the Darknet is able to easily counter the 

waves of attacks through its different moods by just adding 

more network capacity. The sources attribute this resilience 

to a more decentralized topology that emerges spontaneously 

from the Darknet's onion router protocol. In comparison, the 

internet's structure is a lot more heterogeneous. 

The Darknet is stronger in case of persisting network 

attacks than the internet, but it is not heavy. The dark web is 

not some zone beyond the reach of law enforcement. 

Although Ross Ulbricht is the most famous dark web 

personality to get broken. The masses who hunt down child 

abuse websites or produce illegal material are also being 

seen. Precisely like in the physical world, it turns out that 

some traditional police tactics, such as going undercover, are 

incredibly effective against criminals on the dark web. 

8. FUTURE WORK 

The darknet will go even more darker in future i.e. it 

would have more resilience against attacks because of the 

difficult, inhospitable conditions the darknet operates in, the 

operators of darknet sites are always innovating, always 

thinking of ways of getting smarter, more decentralized, 

harder to censor, and yet, more customer-friendly. Garnet 

will have its own justice system When something goes wrong 

on the Darknet, there are no police, court systems, judges, or 

lawyers to lecture to. For this cause, a number of Darknet 

“fixer” sites will bounce up to manage the failures in a 

manner that can merely be described as Darknet justice. 

While Darknet justice may not be a “systems approach” to 



International Journal of Technology Research and Management 
ISSN (Online): 2348-9006 

  Vol 6 Issue 9 September 2019 
 

 

 

 
 

Paper ID: 2019/IJTRM/9/2019/29109           9 

 

resolving conflict, it could develop into a more procedural 

system that everyone buys into.  

Darknet market would rise in future anonymously as there 

are various attractions in Darknet market and it is becoming a 

great deal more secure so that cyber police can‟t find them 

while on the good side, it would be more beneficial for 

government organization and military secrets to hide their top 

secret details from intruders and hackers. 
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